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Next-Generation Cyber Ranges: Mobile, interactive, tightly coupled
hardware-software environments for the simulation, emulation, and
distribution of critical infrastructures with local network connectivity,
hardware-in-the-loop modality, virtual machine tools, and applications.

Hardware Root-of-Trust (HRoT)
Public Key Infrastructure
Secure Architectures
One-Way Functions

Sandboxing Critical Infrastructure Security Training: Complete solution for critical
infrastructure cybersecurity assessment, testing, education, and training.
_ Over a hundred cybersecurity learning modules, progressive learning,

VEIWEICEPE Claifely and training cybersecurity skill development with real-time feedback.
Control Flow Integrity

Buffer Overflow Protection

Formal Verification
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Advanced Capabilities: All the capabilities of traditional cloud-based

cyber ranges in addition to supporting hardware-in-the-loop modalities
- ICS/PLC/SCADA - for high-fidelity coverage of security modalities
comprising critical infrastructure operational technology (OT) .

Training  Organization level cyber threats monitor, Cyber Operations

Level5 detect, respond, and prevent

[raining Critical Infrastructure and embedded
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Training Hardware-centric attacks and defenses - Hard s .

Level 3 techniques and technology support ardware Security

OT & loT Security g-_l?

Training

Malicious attacks on the software stack
Level 2

and prevention techniques Software Securlty

Training

Level1 Basic understanding of cybersecurity - q q
digital signatures to antivirus Information Security @

@ www.Securemicro.com Infrastructureless Hardware-in-the-Loop Cyber Resiliency Training





